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Abstract:

The core of e-busness is authentication and authorizetion. Each of the key e
busness security concerns trandates into  authorization and authentication solution
requirements. My paper discusses briefly the various authentication techniques and
security standards especialy public key cryptography and biometric identification.

Detailed Paper

Internet has turned business upside down. It is helping companies to lower costs
dramaticaly across their supply and demand chains, take their customer service into a
different league, enter new markets, creste additiona revenue sreams and redefine their
busness rdaionships. Electronic Commerce can broadly be divided into two mgor
aess. busnessto-busness and busness-to-consumer. High busness vdue, long-term
relaionships, complex business processes, inter-computer communications, security, and
a multitude of transaction modes dominate B2B transactions. E-commerce is buying and
sdling of products and services by businesses and consumers over the Internet.

Advantages.

Lower Transaction costs

Larger purchases per transaction
Integration into the business cycle
Different waysto shop

Improved customer interactions
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Security Requirements

Discusson of e-commerce, risk mitigation and security focuses on five key
atributes. Any sysem put in place to facilitate e-commerce should be designed to
provide each of these needs:

1. Authentication: means obtaining a levd of comfort with a damed identity. The leve
of comfort islikely to vary with the vaue of the transaction and the risk it represents.

2. Authorization: means edtablishing entittement based on the authentication performed.
Regardless of identity, an individud may not be legdly entitted to enter into the
transaction.



3. Transaction Integrity: Transaction details match the expectaions of both parties and
can be verified. Nether party nor individuds with access to the transaction in progress
should be able to ater the terms once the agreement has been reached.

4. Non-repudiation: comprises control to prevent a party from denying the transaction.
Technology controls can provide mechanisms by which it is possble to prove that it is
highly probable that the party entered into the agreement.

5. Privacy: means controls to prevent third parties from gaining access to the information
within the transaction.

Ideal Security In E-commerce

As the surge of online consumers continues, e-commerce security is drawing
more and more attention from businesses and consumers dike. Some enterprises redize
the importance to beef up ther security arangements while others display
overconfidence in thar traditiond solutions. Of the seven security mistekes that
companies make, according to the SANS Inditute ligt, reliance on a firewdl tops the lig.
Security supports e-business openness. Despite the threats that security managers face
today they have to ensure that the security demands to the end user is low. Security focus
a the expense of user interface runs the risk of rgection. Thus a ddicate scae baancing
the security arrangements and the demands made to the end-user has to be maintained.
The main requirements of dl the security sysems are:

1. Preventing unauthorized indder access
2. Integrating the security infrastructure
3. Protecting decentrdized data
4. Protecting assets from hacking

Putting it al together gives us the ided authentication/ authorization solution.
SSL _Protocol

The Secure Sockets Layer (SSL) protocol is a set of rules governing server
authentication, client authentication, and encrypted communication between servers and
cdients. SSL is widdy used on the Internet, especidly for interactions tha involve
exchanging confidentid information such as credit card numbers.

SSL requires a sarver SSL catificate, & a minimum. As pat of the initid
"handshake' process, the server presents its certificate to the client to authenticate the
saver's identity. The authentication process uses Public-Key Encryption and Digital

Sgnatures to confirm that the server is in fact the server it clams to be. Once the server
has been authenticated, the dient and server use techniques of Symmetric-Key



Encryption, which is very fad, to encypt dl the information they exchange for the
remainder of the sesson and to detect any tampering that may have occurred.

Servers may optiondly be configured to require client authentication as well as
server atthentication. In this case, after server authentication is successfully completed,
the client must aso present its certificate to the server to authenticate the client's identity
before the encrypted SSL. session can be established.

Public _key cryptography is the most mature technology avalable for this purpose
Public-key cryptography facilitaetes the following tasks:

1. Encryption and decryption dlow two communicating parties to disguise information
they send to each other. The sender encrypts, or scrambles, information before sending it.
The recaiver decrypts, or unscrambles, the information after receiving it. While in trangt,
the encrypted information is unintdligible to an intruder. Encryption is the process of
trandorming information o0 it is uninteligible to anyone but the intended recipient.
Decryption is the process of trandforming encrypted information so that it is inteligible
agan. A cryptographic algorithm, dso cdled a cipher, is a mathematica function used
for encryption or decryption. With symmetric-key encryption, the encryption key can
be cdculated from the decryption key and vice versa With most symmetric agorithms,
the same key is used for both encryption and decryption. Public-key encryption (also
cdled asymmetric encryption) involves a par of keys--a public key and a private key-
-associated with an entity that needs to authenticate its identity eectronically or to sign or
encrypt data Each public key is published, and the corresponding private key is kept
secret. Data encrypted with your public key can be decrypted only with your private key.

2. Tamper detection dlows the recipient of information to verify that it has not been
modified in trandgt. Any dtempt to modify data or subditute a fase message for a
legitimate one will be detected. Tamper detection and related authentication techniques
rely on a mathematical function cdled a one-way hash. A one-way hash is a number of
fixed length with unique vdue. Any change in the daia, even ddeting or dtering a single
character, results in a different vaue. The content of the hashed data cannot, for al
practica purposes, be deduced from the hash--which iswhy it is caled "one-way."

Sometimes, ingead of encrypting the data itsdf, the sgning software cregtes a
one-way hash of the data, and then uses your private key to encrypt the hash. The
encrypted hash, dong with other information, such as the hashing dgorithm, is known as
adigital signature. Thedigita sSignature ensures adegree of non-repudiation.

3. Authentication dlows the recipient of information to determine its origin--that is, to
confirm the sender's identity. Client authentication refers to the confident identification
of a client by a server. Server authentication refers to the confident identification of a
saver by a dient. Client authentication is an essentid dement of network security within
most intranets or extranets. The sections that follow contrast two forms of client
authentication:

a) Password-Based Authentication: Almost dl saver softwae permits dlient
authentication by means of a name and password. The sarver maintans a lis of names



and passwords, if a paticular name is on the lig, and if the user types the correct
password, the server grants access. Passwords do not offer strong authentication.
Passwords must either be memorized or written down. Easly memorized passwords tend
to be weak, and any weak password can be discovered using a cracker program. If users
avoid easly remembered passwords, they tend to write down their passwords or post
them on their monitors. As aresult, the secrecy of these passwords cannot be ensured.

b) CertificateBased Authentication: Client authentication based on certificates is part d
the SSL protocol. The client digitdly signs a randomly generated piece of data and sends
both the certificate and the signed data across the network. The server uses techniques of
public-key cryptography to vdidate the sgnaure and confirm the vdidity of the
cetificate. Cetificate-based  authentication is generdly conddered preferable to
password-based authentication because it is based on what the user has (the private key)
aswell as what the user knows (the password that protects the private key).

The cetificate authority in a Public Key Infrastructure (PKI) essentiadly serves
as a trused third paty. In that capecity, the certificate authority authenticates a user
according to specified criteria; and issues a cetificate consgging of both public and
private keys. The private key is typicaly generated on the user's system, and never leaves
that computer. This protects the private key so that it never needs to traverse the network.
The private key can adso be protected by a pass phrase, so that people can't
surreptitioudy remove the private key. For even greater protection, the private key can be
stored on a hardware security token, such as a smart card, which is portable and can be
used on multiple computers.

PKI1 is a grong, rdiable technology for securing information traveling through the
Internet. PKI provides a channd of trust providing digitd certificates that identify
individuds or organization with unique digitd IDs. The infragtructure of public key
technology enables the receipt of requests for certificates, issues certificates, and revokes
certificates.

Public- key cryptography can only verify that a private key used to sgn some data
corresponds to the public key in a certificate. It is the usar's respongbility to protect a
machine's physical security and to keep the private-key password secret.

Biometric _identification provides another mechanism for authenticating identification,
and can be usad in conjunction with certificates to provide added protection. Biometric
techniques include fingerprint identification, retind or iris scans, face or hand geometry,
and voice veification. The most successful biometric sysems for performing the pogtive
identification have been those amed a increesng speed and convenience, while
maintaining adequate levels of security: Robustness, Didinctiveness,  Accessihility,
Acceptability and Availability.

a) Iris scanning has made the most spectacular move from development to
commercidizaion. As an identifying body pat, the human iris—the colored protein of
the eye—has severd advantages. It is an integrd part of the body, so it is not amenable to



easy modification. Unlike fingerprints, the iris can be imaged from about 1 m away. Y,
like fingerprints, iris patterns are unique to individudls. Even identicad twins don't have
identica patterns, nor do one person’s right and left eyes. The patterns are dable
throughout life and only change in a highly predicable manner as the pupil opens and
coses in reection to light. The sysem uses a mathematicd technique cdled waveet
andyss to trandate the image of the iris into a 512-byte pattern caled the iris code. Once
an iris code is prepared, the dgorithm compares a specific code againgt a group of codes
previoudy stored in the compuiter.

b) Finger-imaging based on the long-established technology of fingerprinting, is the most
widespread biometric technology and the one favored by most government agencies. In
this gpproach, an individud places a finger on an opticad scanner, which scans in a
digitized image of the person’s fingerprint.

Other biometric techniques ae under devdopment, but dl of them have
gonificantly gregier eror rates than ether iris scanning or fingerprint imaging. Hand
dimensions remain redively dable but are not sufficiently unique to didinguish people
in a large population. There has been consderable research on facial recognition, but
faces vary depending on expresson and are too easy to dter and disguise. Voice
identification is dedrable for remote access applications, however, a person’s voice
varies with emotion, age, and hedth, s0 this gpproach has not reached the application
dage. In some sysems, severd identification methods are used in combination with

fingerprinting.

The fdse rgection rate—the frequency with which a vdid identification is
eroneoudy rgected—is 1% in most sysems. False acceptance rates, however, are
extremely low, which makes imposture dmaost impossible.

Conclusion

No matter what the need or solution, there is no such thing as perfect security.
Moreover, security in any e-commerce scenario is only as good as the weakest link,
which aso extends to e-commerce patners. By classfying data and implementing proper
control measures, companies can decide what information can be distributed to business
partners, and what audit mechanisms should be in place to monitor the activities. Security
is not easy, it takes time and perseverance to properly manage and monitor the
infrastructure.

Although security needs to be kept smple in order to ensure that al users can
undergand and adhere to it, it dso needs to be sufficiently complex and sophisticated to
ensure adequate protection. If the security is difficult to execute because of too many
keystrokes or passwords, users will either not use the sysem or will find a way to
circumvent the security system.
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