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Abstract

Free software gives users the freedom to run, copy, digtribute, study, change and improve
the software. Adopting free software in e-governance can be a mgor decison for a
government. Most of the free softwares are ether fredy (zero-price) downloadable from
their developers website or are priced much cheaper than their proprigtary software
counterparts. Since the source code of free software is available to the user there is a
decreased dependency on imported technology and skills. Free software is more reliable

and secure. The data formats used by free software can be duplicated by anyone that
prevents lock-in with some paticular vendor. Lots of EU nations and developing
countries are shifting to free software. Shifting to free software in e-governance is a
winning propogtion for India

Detailed Paper

1. Introduction

As part of the recommendations for the Tenth Five-Y ear Plan (2002-07), the working

group on convergence and e-governance has earmarked an investment of Rs 2,680 crore,

out of which Rs 1,830 croreis for convergence and Rs 850 crore for e-governance. This

clearly shows that the Indian government acknowledges the sgnificance of IT in

furthering economic development. Most successful economies the world over have made

sgnificant invesmentsin IT and integrated development processes. There are four

cornerstones for supporting e-governance: hardware, software, training and support.

Broadly spesking, software is a sdf-contained environment for performing some well-

defined task such as ‘word processing’. For example, aword processor such as Microsoft

Word 2000 is software, whose job isto aid the job of writing letters, articles and other

word processing jobs. Similarly, there is software to draw graphs and to forecast westher.

Software is the enabler tha has helped markets to reach ther current levels of
effectiveness. It has made new ways of doing business and connecting people possible.

2. Free Software

The term “Free software€’ was coined by Richard Stallman. The Free in "Free software”
has nothing to do with price. It is about freedom. Free software gives users the freedom to
run, copy, distribute, study, change and improve the software. More precisdly, it refers to
four kinds of freedom, for the users of the software:

1 Theuser can run the software for any purpose.



The freedom to use a software means the freedom for any kind of person or
organization to use it on any kind of computer sysem, for any kind of overdl job, and
without being required to communicate subsequently with the developer or any other
Specific entity.

2. The users have the freedom to study how the softwar e works, and adapt it to
his needs.

Software developers typicdly deliver software that is a black box. The users
cannot study or change it. Free software provides access to the source codelfor the
software to the users. They can read, fix, adapt and improve, not just operate the
software.

3. The users have the freedom to redistribute copies of the software.

Typicdly, software developerssdlers get revenue by sdling the customer the
right to use the software product as opposed to sdling them actud ownership of the
product (as they might own a physical object like a book). In contrast to this, when a user
uses free software he has the freedom to redistribute copies of the software, as wdl as
source code, for both modified and unmodified versons. The users can didribute the
software either gratis or charging a fee for distribution, to anyone anywhere. The users do
not have to ask or pay for permission from the software developers.

4, The users have the freedom to improve the program, and release his
improvementsto the public.

A software is free software if users have dl of these freedoms. As we see, “Free
software” is a matter of liberty, not price. 1 In reference to software, ‘source code is the
humanreadable and human-modifiable form of the software. The source code is
compiled to produce the ‘ object code’ or the binary executable form of a software.

2.1 Free Softwar e Foundation

To promote the use and development of free software, the Free Software
Foundation (FSF) was founded in 1985. Many organizations engage in distributing and
sling free <software, however the Free Software Foundation concentrates on
development of new free software and on making that software into a coherent system
that can eiminate the need to use proprietary software. The FSF aso protects and
preserves free software from infringement by unscrupul ous parties.

2.2 Open Source Software

Some people prefer the term Open Source Software instead of free software. The idea
behind using this term is to emphasize that the source code to software is fredy available;
however, a company can dill charge a price for distributing the software. Note however,



that opentsource software is dill "freg' software in the sense that no license fees are
charged for use or redigribution, as well as in the sense that users are free to modify the
source and create and didtribute derivative works.

23  Softwaresavailable as Free Software
Much software are available as free software. Some examples are given below:

1 GNU/Linux Operating System — is a very popular operating system used in
running the Internet and in misson criticd environments. Linux has aso been
deployed in commercid environments as well as on persond desktops with an
excdlent pool of public tesimonias.

2. GNU Emacs -- Origindly, a powerful character-mode text editor, over time
Emacs was enhanced to provide a front-end to compilers, mail readers, etc.

3. GNU C Compiler (GCC) -- GCC is the most widely used compiler in academia &
the in the production of free software. In addition to the compiler a standardized
st of intermediate libraries are available as a superset to the ANSI C libraries.

GNU GhostScript -- Postscript printer/viewer

Apache -- Apacheisthe most popular server software on the Web

BIND -- BIND (Berkeley Internet Name Daemon) is the de facto DNS server for
the Internet. In many respects, DNS was developed on top of BIND.
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7. Sendmail -- Sendmall is the topmaost mail transfer agent on the Internet today.

The lig is a very smdl percentage of the most popular softwares avalable. Most
of the softwares are fredy avalable from websites or from vendors on payment. North
Cardlinas Metdab (formerly Sungte) is the largest and most popular software archive in
the Linux world.

3. Relevanceto India

Adopting free software in e-governance can be a mgor decison for a government. The
decison should be based on factud evidence. Given the vishility associated with
omissons and commissons of a government, it can be a lot trickier for the government to
switch from proprietary software to the rather new approach of free software. Thus before
doing anything ese, the question: "Do | redly need or want to do this?" should

be clearly answered.

3.1 Economic advantages of Free Software
While implementing any policy, the mgor concern mogt times is financid. However,

these days there is no dearth of invetment funds in IT sysems. In 2000-01 aone,
government expenditure on IT was Rs. 556 2 DNS -- Domain Name System is used to



convert |P addresses from human readable characters to computer understandable binary
numbers congsting of Os and 1s. million.
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Neverthdess as customers to the software developers, the government should try to
procure ded that is beneficid to the citizensasawhole.

3.1.1 Price difference between Free and Proprietary Softwares

Many applications that are free softwares are avalable as free downloads from their
developer's websites. Many are available to the users from distributors on a CDROM for
a fee. Here | would like to compare the prices of RedHat Linux 7.3 and Window XP
Home Edition. Before proceeding, | would like to make cler what RedHat Linux is.
Linux is a free operaing sysem. The core or the kernd of the Linux operdting system is
fredy avalable to anyone from a number of webstes. Many companies package the
Linux operating sysem together with a set of gpplications, utilities, tools and driver
modules and can offer different ingdlation and upgrade programs to ease the
management of the sysem for the user. The find products of these companies are known
as digributions. RedHat isthe most popular Linux distribution.

RedHat Linux 7.3 Personal Microsoft XP  Home
Edition Edition
Price Rs. 3550 Rs. 3300
Included Full verson of the Sun StarOffice Outlook  emall,  contact
software 52 Office Suite, Evolution - a| information, musc and
comprehensve persond  management | video players, CD  writing
gysdem that integrates e-mail, cdendar, | software, persond  web
and contact information functiondity, | server, games, text editor
MrProject open  source  project
management software, Complete Web,
mail, ftp, file and print servers , BIND,
DBMS like MySQL, PostgreSQL,
complete software development  uites,
mudgc and video players, CD writing
software, games *
License One copy of the software can be One copy of the softwareis
used by any number of people required per user

* The lig only includes software that is commonly used in an office or for persond

use. The complete digtribution comes on an eight CD st that includes the source code for
the softwares.

Even though the prices are not much different, RedHat Linux comes bundled with dl the
software necessary to run a fully networked office usng just one copy of the RedHat



Linux. Mogt of the free softwares are ether fredy (zero-price) downloadable from ther
developers website or are priced much chegper than ther proprigtary software
counterparts.

Moreover, a sngle copy of the software can be used on any number of the computers.
This saves cost on buying licenses of the same software repestedly. A South African
Government Advisory body, Government Information Officers Council (GITO), had
expressed some dam about the amounts of money that government is spending on
licenses . Even though no such study has taken place for India but spending on licenses
would be consderable. The cost on software licenses will start pinching once India darts
implementing IPR (Intellectua Protection Rights) protection in earnest, to which it has
committed itsdlf.

3.1.2 Proper Utilization of Available Human Resour ces

India has excdlent cagpacity in a number of scentific and technological aress including
software development. In respect of the jobs generated by proprietary software in
countries like ours, these manly concern technica tasks of little aggregate vadue like
providing support for proprietary software produced by multinationa companies. They
do not have the posshility of fixing bugs because they do not have access to the source
code to fix it (and not because of alack of talent or expertise)).

The money spent on buying support from foreign software vendors can be used to pay
Indian developers to provide support for the inddled base of free software in the
government. Since the source code of free software is available to the user there is a
decreased dependency on imported technology and skills. Moreover, the funds spent of
getting support remains inside the country itsdlf.

3.2Morerdiable

Rdigbility of software is one of the primary requirements for the state. However, the
terems such as "rock-olid' and “fal-saf€' cannot be used to describe the proprietary
softwares.

Up to now, the rdiability of most software has been arocioudy bad. However, the
foundetion of free software is high reiability. All the running gears of the Internet --
TCP/IP, DNS, send mail, Perl, Apache are free software.

These free softwares have demondrated a level of rdiability and robustness under rapidly
changing conditions (including a huge and repid increese in the Internet’s Sze) thd,
consdered againg the performance record of even the best of closed commercid
software, is nothing short of astonishing.

| would like to present the case of Roger Maris Cancer Center in Fargo, North Dakota
that uses Linux-based GNU systems precisdy because reiability is essentid. A network
of GNU/Linux meachines runs the information system, coordinates drug therapies and



performs many other functions. This network needs to be available to the Center’'s daff at
amoment’s notice.

According to Dr. G. W. Wettgtein

The proper care of our cancer patients would not be what it is today without
[GNU/] Linux ... The tools that we have been able to deploy from free software
channels have endbled us to write and develop innovaive gpplications which ...
do not exist through commercid avenues.

It is impossible to prove is that proprietary software is more reliable than free software,
without the public and open ingpection of the scientific community and usars in generd.
This demondration is impossble because the modd of proprietary software itsdf
prevents this anadyss, so that any guarantee of security is based only on promises of good
intentions (biased, by any reckoning) made by the producer itsdf, or its contractors. It
should be remembered that in many cases the licenang conditions include Nor-
Disclosure clauses that prevent the user from publicly reveding security flawvs found in
the licensed proprietary product.

The reliability of free software is not a chance. Precisely because the source code is open
for ingpection by anyone, users can go over it and thoroughly eamine it. If he finds the
software lacking in some areas, he can make changes to it. Free software encourages its
users in reporting bugs , fixing bugs and sharing the fixes with dl other users. The effort
goent in getting some software working correctly profits everyone who uses that
software.

3.3 Security

To guarantee the security of the State, it is indispensable to be able to rely on systems that
guard againg unauthorized control from outsde. The sysem should aso protect
undesred transmisson of information to third parties. Privacy of citizens would be
compromised if information about them with the Government gets into the hands of
interested parties. Incase of proprietary software, Government is not in possession of the
source code. It cannot be sure of what the software does and what security problems can
aie from the use of the software. Paradoxicdly, avalability of the source code is the
main reason why free software can offer greater protection against unauthorized attacks.
Customers of proprietary software are supplied a ’black box’ and have to trust that there
is no hidden spy code in the software. However, free software enables every user to
ingoect the code and thoroughly examine its qudity. This means that free softwares, with
source code fredly accessible to the public, can be ingpected by the State itself or by the
ctizens and by a lage number of independent experts throughout the world. This
eliminates the presence of sy code from the software.

The approach of security through obscurity just does not work. Proprietary software does
three bad things:



1 They creete afdse sense of security.

2. They mean that the security conscious users will not be able find holes and fix
them.

3. They make it harder to didribute trustworthy fixes when a hole is reveded since
Non-Disclosureclauses  prevent the user from publicdly reveding security flaws
found in the licensed proprietary product.

The enhanced security and stability, rather than the fact that it is free has attracted
businesses and governments to free software.

3.4 Better support
One of the most important reasons for buying commercid software is the support they
promise. However, the support is free only for some time. To continue getting support
after the expiry date, the customer has to pay for it. Technica support from the
commercia vendors is uneven technicdly and may be unavailable unless subscribing to a
‘premium’ service.

Free software thrives on community-based support. Free community-based support is so
good for Linux that it receved the Infoworld award for "Best Technica Support” in
1997. Usudly, vendors like Red Hat and Suse support their products well. In addition,
third-paty commercid support is avaladble for many free softwares from many
companies, including HP and IBM.

When using free software, there is no lock-in with a particular support provider. Because
the state can get  access to source, it can review the software. Bugs and unwanted festures
can be removed without depending on the software vendor. In addition, the state is not
shackled to every dtrategic decision the vendor makes.

Free software is aso about competition, choice and putting power in the hands of the
consumer. In the competitive service model of free software support and maintenance can
be fredy contracted out to a range of vendors competing on the grounds of qudity and
low codt. If the support fees of a vendor become steep, the government can switch to a
different vendor or look for support provided indigenoudly.

3.5 Freedom from Legal Entanglements

Usng most commercid software involves software licenses, and tracking software copies
and usage. Licendng arangements can be overly complicated. This demands record
keeping, and legd exposure. Both raise costs. Thus, juggling software licenses and copies
is an expenditure and legd risk to the government.

In many cases, such tracking is impefect. Any such imperfection exposes the
government to legd actions. The dternative presented by free software in generd is
refreshingly smple by comparison: users may use and digtribute free software as much as
they like, free of charge, forever. Free software licenses dlow you dmogt tota autonomy
when it comes to how you want to use your source code.



3.6 Permanence of data

The sae archives, handles and transmits information which does not beong to it, but
which is entrusted to it by citizens. The state should take extreme measures to safeguard
the integrity, confidentidity and accessibility of thisinformation.

If the whole infrastructure of the date is based on proprigtary data formats, the
government as well as the citizens stay "trgpped” in the need to continue using products
from the same supplier, or to make the huge effort to change to another environment
(probably aso proprietary). As the Government proceeds to acquire more data using
proprietary software, aday may comewhen private suppliers withdraw their support for
their products. Thus, much of data can become unusable or costly to port to other systems

This scenario is not as far-fetched as it may seem. For a direct interaction between
ctizens and the govenment, a sSmple yet effective tool caled Fast Rdiadle
Ingantaneous Ddlivery of Services (FRIENDS) was implemented in Kerda Citizens can
make utilities and other payments like property and road taxes a a FRIENDS center
instead of queuing in front of offices. The software for FRIENDS project was devel oped

with seed money from the Microsoft India The copyright clams of the private company
that actudly developed the software and the raid by Crime Branch in the office of the
company engaged for the development of the software for the second phase of the project
hit the initiative. The Government has spent consderable amount for the smple software
that the FRIENDS employed. Now, it may have to develop software for the second phase
from the scraich if the cdams of company that developed the origind software holds.
This case cealy shows that the government had become dependent on the goodwill of
the supplierfor the maintenance of the software.

This dependence could have been avoided by using free software. Free software would
guarantee the permanence or public data as the Government would not be dependent on
any single supplier for updates and future usability of data.

A reated problem of using proprietary data formats is the subsequent “lock-in” of the
government and the citizen. Lock-in happens when you buy a product that restricts your
future choices. Companies like the Microsoft keep on changing formats in which data is
gored. For example, the format used for storing documents in Microsoft Word 2000 is
different from that used in Word 97. This forces the users to upgrade the systems just for
compatibility with everybody ese. If the government uses proprietary data formats then

the people who access Government data would aso be forced to buy specified software
products and update them frequently. On the other hand, standard and open format would
guarantee continued access of Governmentad data by the public without high recurring
costs.

3.5 Conclusions

India needs free software if it has to have any chance of developing anything but an illicit
software industry. Though the free software may not be necessarily free in dl cases one
isfreeto copy it and there are no stringent licensing requirements.



Mogt of the free software requires lesser resources such as memory and processor speed
to run, thus reducing hardware costs. Thus, the Government stands to save funds, both in
hardware and software.

When free software is used, the government does not have to wait to get a bug fix. It does
not have to publish changes in source code or to seek permisson from some company to
make a change in the software. These are dtractive features for cases where you are
threatened by cyber warfare and cyber terrorism.

4 Countries Using Free Softwar e

On August 30, 2002 Venezuela, the South American nation announced an officid policy
that exdusvey cdls for the use of free software in ther government. The entire policy
was summed up in this satement by Dr. Felipe Pére~Marti, Planning and Development
Minigter: "Open source whenever possble, proprigtary software only when necessary.”
According to Pérez-Marti, the government and the people of Venezudawere increesingly
concerned that over 75 percent of the funds for software licenses went to foreign nations,

20 percent to foreign support agencies and only 5 percent to Venezuelan programmers.

The German government uses Linux operating systems to run gpplication software for the
German parliament. Linux runs France's culture, defense and education ministries and is
in use in the British police and inteligence agencies. In South Africa, the Government
Information Officers Council (GITO) recommends that government "explicitly” support
the adoption of free software as part of its e-government strategy.

A group of Finnish MPs have sgned a bill requiring national and loca agencies to
migrate their IT sysems to the Linux operating sysem. The hill, according to Finland
MP Kyogi Karjula, is not a legidative act. In Finland, generd bills such as this are meant
to act as encouragement to the government a-large. The Ministry of Finance has
edimated that annual savings of 26 million euros could be made by usng Linux in dae
agencies. Severd towns in Finland are dready planning to move their IT sysems to
Linux . Brazil and Argentina moved to GNU/Linux because of threats from proprietary
software owners The Chinese government has consgtently promoted its loca software
based on Linux, both for cost reasons, and reportedly for ‘security’ concerns as well.

5. Conclusions

Free software is ided for a country such as India, epecidly in the egovernance area. It
has the practicd advantages of costs savings, better rdiability and security over
proprigtary operdting systems. Though India has made a name for itsdf sdlling solutions,
software as a product is expensive within the country.

Though the free software may not be necessxily free (zero-price) in al cases, one is free
to copy it and there are no dringent licensing requirements. Not only can the government
cut codts, it can do a better job. The service improves while lowering costs.
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